
DOI:	https://doi.org/10.51470/BITS.2026.05.01.38Volume 5 Issue 1, 2026

A	 Comparative	 Evaluation	 of	 Machine	 Learning	 and	 Ensemble	 Models	 for	
Predicting	 Digital	 Forensic	 Investigation	 Outcomes	 Using	 Network	 Intrusion	
Data

INTRODUCTION	
Background	to	the	Study	
The �ield of modern Forensic Science investigations has been 
substantially transformed by the rapid increase in cybercrime 
and the increasing volume of digital evidence. The demand for 
analytical techniques that can handle large, complex, and high-
dimensional data that originates from digital settings is on the 
rise. Forensic analysis underwent a signi�icant transformation 
from 2019 to 2025, transitioning from expert-based judgement 
to data-driven predictive modelling. This improved the 
process's consistency, ef�iciency, and accuracy [13]. Expert 
analysis and statistical techniques, including logistic regression 
and likelihood ratio models, were employed in forensic 
investigations. These methods offer systematic approaches for 
deriving inferences; however, they are ineffective for modelling 
nonlinear relationships or managing high-dimensional 
datasets. The limitations have become more apparent as the 
complexity of cybercrime has increased and the prevalence of 
network-based evidence has increased [9]. In order to confront 
these obstacles, a multitude of individuals have implemented 
supervised machine learning methodologies, including Random 
Forest, Support Vector Machine, and Gradient Boosting. 
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ABSTRACT

The	increasing	complexity	of	cybercrime	and	the	growing	volume	of	digital	evidence	have	intensi�ied	the	need	for	accurate	and	reliable	
predictive	models	in	Forensic	Science.	Traditional	statistical	approaches	often	struggle	to	handle	high-dimensional	and	heterogeneous	
network	data,	thereby	limiting	their	effectiveness	in	modern	digital	forensic	investigations.	This	study	evaluates	the	performance	of	
machine	learning	and	ensemble	techniques	in	predicting	digital	forensic	investigation	outcomes	using	intrusion	detection	datasets.	A	
quantitative	 experimental	 research	 design	was	 adopted	 using	 CIC-IDS2017,	 UNSW-NB15,	 and	 NSL-KDD.	 Logistic	 Regression	was	
employed	as	the	baseline	model,	while	Random	Forest,	Support	Vector	Machine,	and	Gradient	Boosting	were	implemented	as	advanced	
predictive	models.	Data	preprocessing	included	normalisation,	feature	selection,	and	the	removal	of	data	leakage	to	ensure	validity.	
Model	performance	was	evaluated	using	accuracy,	precision,	recall,	F1	score,	Area	Under	the	Receiver	Operating	Characteristic	Curve,	
and	error-based	metrics.	The	results	indicate	that	machine	learning	models	signi�icantly	outperform	the	baseline	statistical	approach.	
Logistic	Regression	achieved	an	accuracy	of	84.2	percent,	while	Random	Forest	and	Support	Vector	Machine	exceeded	92	percent.	
Gradient	Boosting	achieved	the	highest	accuracy	of	95.2	percent	with	the	lowest	false	positive	and	false	negative	rates.	The	�indings	
further	reveal	that	data	preprocessing	plays	a	critical	role	in	ensuring	reliable	results,	as	initial	in�lated	performance	was	linked	to	data	
leakage.	 The	 study	 concludes	 that	 ensemble	 learning	 techniques	 provide	 superior	 predictive	 performance	 for	 digital	 forensic	
investigations.	However,	effective	deployment	requires	a	careful	balance	between	predictive	accuracy	and	interpretability.
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These models are capable of identifying intricate feature 
interactions and nonlinear patterns, which leads to enhanced 
forecast dependability and classi�ication accuracy. In 
classi�ication and anomaly detection tasks, machine learning 
techniques have been demonstrated to outperform traditional 
statistical  methods in numerous empirical  studies. 
Nevertheless, their ef�icacy is signi�icantly in�luenced by data 
quality, feature engineering, and class imbalance management 
[8]. The integration of deep learning has improved forensic 
analytics by automating feature extraction and enhancing 
pattern identi�ication. Nevertheless, challenges persist, 
particularly in digital forensic contexts that involve network 
intrusion data, despite these advantages. Signi�icant challenges 
include traf�ic �luctuation, evolving attack patterns, and 
generalisation across datasets [5].
The predictive accuracy and data processing capabilities of a 
model are both critical factors in determining its ef�icacy. Noise, 
absent values, and class imbalance are frequently present in 
digital forensic datasets, which can lead to bias and distortion of 
results. In forensic situations, such distortions may result in the 
inability to identify malevolent conduct or incorrect suspicion, 
thereby jeopardising the integrity of the evidence [10]. The 
comprehensibility and applicability of the information in a 
judicial context are also signi�icant concerns. 
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Forensic evidence is required to adhere to legal standards of 
scienti�ic validity, repeatability, and transparency. However, a 
signi�icant number of high-performing models are operated as 
intricate systems with restricted interpretability. This has led to 
a surge in interest in AI methodologies that are easier to 
understand and that facilitate the legal adoption of AI [7] [12]. 
Moreover, ensemble learning techniques such as stacking and 
boosting have exhibited superior performance and improved 
system stability. The comprehension and substantiation of 
forensic applications are further complicated by the additional 
complexity that these models introduce. Unfortunately, the 
majority of research conducted to date has concentrated on 
biometrics and DNA analysis, despite these advancements. 
Limited research has been conducted on digital forensic 
environments that employ network intrusion data. There is a 
dearth of comprehensive studies that assess prediction 
accuracy, data reliance, interpretability, and risk-sensitive 
decision-making within a uni�ied framework. An integrating 
explainability and risk-based assessment, this study evaluates a 
variety of machine learning techniques using network intrusion 
datasets to address this disparity.

Statement	of	the	Problem	
The capacity of forensic investigators to employ analytical 
techniques has been considerably impeded by the rapid 
escalation of cybercrime and the growing volume and 
complexity of digital data. Conventional methods, including 
logistic regression and a variety of statistical models, offer 
structured and comprehensible methods for data analysis. 
Nevertheless, they are unable to fully capture the complex 
nonlinear interactions that are common in high-dimensional 
network intrusion data. In contrast, machine learning 
techniques, such as ensemble models, have demonstrated 
enhanced prediction effectiveness in the detection and 
classi�ication of detrimental actions. In spite of these 
developments, their applicability in forensic contexts is still 
restricted by concerns regarding comprehensibility, reliability, 
and admissibility in court [9].
The inherent trade-off between prediction accuracy and 
interpretability is a signi�icant issue in this domain. High-
performing models that frequently operate as intricate systems 
with minimal transparency are exempli�ied by Gradient 
Boosting and other ensemble methods. This complicates the 
elucidation of their decision-making processes in accordance 
with legal and forensic standards, statistical models that are 
more straightforward are more comprehensible; however, they 
demonstrate a decrease in predictive accuracy. This trade-off is 
a substantial obstacle in forensic research, as analytical 
procedures must be legally defensible, reproducible, 
transparent, and accurate [7] [12]. The dependability and 
ef�icacy of machine learning models are considerably impacted 
by the quality of the data, which can be compromised by factors 
such as class imbalance, noise, and feature selection. These 
factors have the potential to substantially impact model 
outcomes, resulting in false positives or false negatives. These 
outcomes can have severe repercussions for forensic 
investigations. The implications of these errors in a risk-
sensitive forensic setting are frequently disregarded in current 
research, which predominantly evaluates models based on 
accuracy measures [13]. Despite the fact that previous research 
has investigated the application of machine learning methods in 
cybersecurity and forensic science, there is a dearth of 
comprehensive empirical studies that assess the predictive 

performance and interpretability of digital forensic 
investigation outcomes, particularly when applied to network 
intrusion datasets. The critical necessity for analytical models 
that are balanced, reliable, and legally admissible is largely 
overlooked in recent research, which primarily concentrates on 
either performance optimisation or interpretability separately. 
The primary issue that this paper addresses is the lack of a 
systematic and uni�ied evaluation of machine learning and 
ensemble techniques that effectively balance predicted 
accuracy with interpretability in digital forensic investigations. 
It is essential to resolve this issue to create analytical models 
that are technically robust and comply with the evidentiary 
standards necessary in legal and forensic contexts. This study 
aims to address this lacuna by conducting a comparative 
evaluation of statistical, machine learning, and ensemble 
models within a uni�ied framework that incorporates both 
performance and interpretability considerations.

Research	Objectives
The main objective of this study is to comparatively evaluate 
machine learning and ensemble models for predicting digital 
forensic investigation outcomes using network intrusion data. 
While the speci�ic objectives are:
1. To evaluate and compare the predictive performance of 
statistical, supervised machine learning, and ensemble models 
in forecasting digital forensic investigation outcomes using 
network intrusion datasets. 
2. To assess the effect of data preprocessing techniques, 
including feature selection, normalization, and handling of class 
imbalance, on the performance and generalizability of the 
models. 
3. To analyze model performance using both accuracy-based 
and error-based evaluation metrics, including false positive rate 
and false negative rate. 
4. To implement a cost-sensitive evaluation framework to 
quantify forensic risk associated with misclassi�ication errors, 
and determine the most reliable model for forensic decision-
making. 
5. To compare the effectiveness of ensemble learning methods 
with single algorithm models in terms of predictive accuracy, 
robustness, and risk minimisation.

RELATED	WORK
In forensic classi�ication tasks, supervised machine learning 
methods typically outperform traditional statistical models, 
particularly when a suf�icient number of labelled datasets are 
available, as evidenced by research. In the context of biometric 
recognition and case outcome prediction, algorithms such as 
Gradient Boosting and Random Forest have demonstrated their 
ability to detect nonlinear relationships and complex feature 
interactions, thereby enhancing predictive accuracy [1] [6]. 
Nevertheless, this purported superiority is primarily predicated 
on controlled experimental conditions and frequently 
diminishes in situations characterised by insuf�icient data, class 
imbalance, or dataset transfer. Additionally, prior research has 
prioritised overall accuracy while disregarding the diverse 
consequences of misclassi�ication errors. This is particularly 
important in forensic contexts, as false positives and false 
negatives have distinct legal and operational implications.
Clarity, comprehensibility, and legal defensibility are the 
primary objectives of forensic procedures that employ 
statistical frameworks, notably likelihood ratio approaches for 
DNA interpretation. 
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These methods offer structured probabilistic reasoning that 
meets the evidential requirements necessary in judicial 
settings. In order to articulate the strength of evidence in a 
scienti�ically and legally robust manner, [4] underscores the 
importance of employing calibrated likelihood ratios. Although 
statistical models may not possess the predictive accuracy of 
machine learning techniques, their comprehensibility is a 
substantial advantage in forensic contexts. However, the 
majority of contemporary comparison studies do not effectively 
combine the predictive capabilities of machine learning with the 
user-friendliness of statistical methods. This exacerbates the 
tension between legal acceptability and accuracy. The 
application of deep learning has broadened the scope of forensic 
analytics, particularly in high-dimensional domains like signal 
processing, biometric systems, and image recognition. The 
implementation of deep neural networks has been shown to 
result in signi�icant enhancements in classi�ication accuracy and 
sensitivity in empirical research [7] [9]. These models are 
frequently criticised for their inability to be replicated, 
susceptibility to dataset alterations, and lack of clarity. The 
evidence indicates that deep learning models that have been 
trained on speci�ic datasets frequently fail to generalise to new 
contexts, which raises concerns about their robustness in actual 
forensic applications. In legal contexts, the capacity to explicate 
and substantiate evidence is of the utmost importance, and the 
ambiguity of decision paths diminishes their utility. An 
incorporating numerous models to reduce variance and 
improve generalisation, ensemble learning techniques, such as 
bagging, boosting, and stacking, have been shown to improve 
prediction stability and robustness. These methods generally 
produce more precise results than individual models; however, 
they introduce a layer of complexity that complicates validation 
and comprehension. The advantages and disadvantages of 
forecast accuracy, model transparency, and operational 
practicality are not comprehensively evaluated in the numerous 
existing studies that discuss performance improvements. The 
application of ensemble approaches in forensic contexts is 
complicated by the absence of a comprehensive assessment, 
which is crucial for both precision and clarity.
Explainable AI has emerged as a potential remedy to the 
challenges associated with black-box models. An increasing 
number of individuals are utilising techniques like SHAP and 
LIME to obtain insight into the functionality of models and the 
contributions of different elements [15]. However, the majority 
of current research on explainability concentrates on 
qualitative aspects, emphasising visual or descriptive 
interpretations without conducting a thorough quantitative 
evaluation. The stability, integrity, and consistency of these 
explanations are not adequately documented, and there is a 
scarcity of research that explicitly connects explainability 
outputs to legal admissibility standards. Consequently, the 
function of explainable arti�icial intelligence in bridging the gap 
between the effectiveness of machine learning and the forensic 
requirements is not yet suf�iciently advanced. In addition to 
these concerns, comprehensive investigations suggest that 
contemporary forensic machine learning research is 
characterised by additional methodological de�iciencies. Issues 
such as inadequate external validation, ineffective management 
of class imbalance, and the absence of de�ined evaluation 
methodologies are identi�ied by [8]. [5] contend that a number 
of models that have been shown to be effective in laboratory 
settings are not able to perform adequately in real-world 
applications as a result of inappropriate feature selection and an 

excessive sensitivity to dataset variations. [3] introduced 
validation frameworks that provide suggestions for improving 
the reproducibility and dependability of research. However, the 
current research is less reliable due to the limited use of these 
frameworks in empirical studies.
Traditional forensic domains, including DNA analysis, 
biometrics, and document examination, are the primary focus of 
a signi�icant portion of the existing literature. Conversely, digital 
forensic contexts associated with network intrusion data 
receive relatively little attention. This suggests that network-
based forensic investigations are signi�icantly inadequate, as 
they necessitate highly dynamic, high-dimensional, and 
heterogeneous data that present distinctive analytical 
challenges. Additionally, there is a scarcity of research that 
implements a  uni� ied evaluation methodology that 
simultaneously prioritises interpretability, predictive 
performance, data reliance, and risk-sensitive decision-making. 
The development of machine learning models that are accurate, 
robust, comprehensible, and legally compliant is a dif�icult task 
in the absence of this comprehensive approach, prior research 
has suggested that machine learning methodologies may be 
advantageous in forensic contexts; however, they are still 
restricted by an emphasis on predictive ef�icacy, insuf�icient 
interpretability, inadequate methodological rigour, and a 
disregard for digital forensic environments. The necessity for a 
more comprehensive and equitable evaluation methodology 
that aligns technological performance with forensic, legal, and 
operational standards is underscored by these constraints.

Theoretical	Framework	
This research is based on a cohesive theoretical framework that 
incorporates the AI Risk Management Framework, Decision 
Theory, and Forensic Inference Theory. This methodology 
establishes a thorough framework for the assessment of 
machine learning models in digital forensic investigations. 
Rather than relying exclusively on conceptual implementations, 
this approach is executed through precise quantitative 
mappings that establish connections between theoretical 
structures and model outputs, evaluation measures, and 
decision procedures.

Forensic	Inference	Theory
Forensic inference theory offers the fundamental framework for 
the analysis of evidence in uncertain environments through 
probabilistic reasoning. In the �ield of forensic science, results 
are not presented as absolute certainty, but rather as varying 
degrees of support for alternative hypotheses, which are 
typically assessed using likelihood-based metrics. This project 
integrates probabilistic evidence representations with machine 
learning results to apply forensic inference theory. The 
predicted probabilities generated by classi�ication models are 
interpreted as posterior probabilities, which re�lect the 
probability that a speci�ic network event is associated with 
detrimental activity based on observable attributes. The study 
employs a Bayesian framework to fortify this association, in 
which the model outputs are approximated:
Probability of malice: P (Malicious - Evidence) 
Complementary probability: P (Benign - Evidence) 
The probabilities are subsequently converted into probability 
ratios in accordance with forensic standards for evidence 
evaluation. 
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This allows model predictions to be regarded as quanti�iable 
indicators of evidence strength, thereby harmonising 
computational outcomes with traditional forensic reasoning 
techniques. Additionally, the role of individual evidence in 
traditional forensic analysis is analogous to the role of feature 
importance metrics derived from models and explainability 
techniques, which are considered indicators of evidential 
contribution. This operationalisation guarantees that machine 
learning models serve as both probabilistic inference systems 
and classi�ication tools, which facilitate forensic decision-
making.

Decision-Making	Theory
Decision theory offers a methodical approach to optimising 
choices in the presence of uncertainty by assessing the costs and 
bene�its of different outcomes. In forensic investigations, 
categorisation errors can have signi�icant repercussions. False 
positives can generate unwarranted suspicion, while false 
negatives may result in the neglect of cyber risks. Consequently, 
model evaluation should be based on a risk-sensitive framework 
rather than merely on aggregate accuracy measurements.
The application of decision theory is demonstrated in this 
research by the integration of cost-sensitive learning and 
assessment systems. Different weights are assigned to 
categorisation outcomes by constructing a cost matrix:
True Positive: The precise identi�ication of harmful behaviour 
True Negative: the precise identi�ication of benign activity 
False Positive: The cost of erroneous suspicion 
False Negative: The cost of undetected assaults 
These expenses are incorporated into the model evaluation 
process by means of:
In high-risk scenarios, weighted loss functions implement more 
stringent penalties for more severe errors, particularly false 
negatives. 
Threshold optimisation is the process of modifying 
categorisation thresholds to decrease the anticipated risk, 
rather than to improve accuracy. 
Precision, recall, and F1 score are indicators of the trade-offs 
associated with decision costs in risk-based performance 
metrics. 
This method facilitates the selection of models that reduce 
anticipated forensic risk, thereby guaranteeing that the 
predictive ef�icacy is consistent with the actual priorities of the 
investigation. It offers a formal methodology for the conversion 
of abstract decision-theoretic concepts into measurable criteria 
that are pertinent to computer applications.

AI	Risk	Management	Framework
The AI Risk Management Framework, which was devised by the 
National Institute of Standards and Technology, is employed in 
this study to ensure that machine learning models adhere to the 
standards of legal defensibility, accountability, and trust. By 
addressing the fundamental issues of system reliability, 
transparency, and equity, this methodology enhances forensic 
inference and decision theory. 

The	framework	is	implemented	in	the	following	ways	in	this	
study:
Reliability: Measured through cross-validation and multi-
dataset evaluation to guarantee that the model performs 
consistently across a variety of data distributions. Transparency 
can be accomplished through the application of explainable 
arti�icial intelligence techniques, such as SHAP and LIME, which 
offer both global and local perspectives on the model's 
operation. Accountability is achieved through the meticulous 
documentation of data preprocessing, model creation, and 
evaluation procedures, which enables the tracing and auditing 
of decisions. An employing class balance techniques, employing 
fairness indicators for evaluation, and identifying and 
mitigating bias, fairness was addressed. An incorporating these 
concepts into the modelling and evaluation processes, the 
investigation guarantees that machine learning outputs are 
both technically robust and in compliance with ethical and legal 
standards.

Application
The uni�ied evaluative framework that results from the 
integration of these three theoretical perspectives is as follows:
Probabilistic outputs are produced by machine learning models 
to signify evidential strength. 
Our understanding and optimisation of a model's performance 
in relation to risk are improved by decision theory. 
The AI Risk Management Framework guarantees regulatory 
conformance, transparency, and dependability. 
The limitations of previous research that consider predictive 
performance, interpretability, and risk as distinct concerns are 
addressed by this integrated approach. Rather, it establishes a 
coherent framework for the investigation by explicitly 
incorporating theoretical concepts into the empirical design. 
This improves the study's practical applicability and scienti�ic 
rigour

Table	1:	Comparative	Critique	of	Theoretical	Approaches

https://bitsjournal.researchfloor.org/
https://bitsjournal.researchfloor.org/


Bashirat	Aderayo	Bamigboye.,	/ 	(2026)	Journal	of	Business,	IT,	and	Social	Science.

https://bitsjournal.research�loor.org/42.

Summary
The comparative analysis reveals that while the study demonstrates strong methodological design and theoretical awareness, 
several critical gaps persist across theoretical integration, model evaluation, and empirical validation. Most notably, the trade-off 
between predictive performance and interpretability remains insuf�iciently operationalised, and decision-theoretic principles are 
not fully embedded into the modelling process. Addressing these gaps through cost-sensitive learning, Bayesian inference mapping, 
and quantitative explainability assessment would signi�icantly enhance the robustness, forensic applicability, and scholarly 
contribution of the study.

Table	2:	Comparative	Critique	of	Modeling	Approaches

Table	3:	Comparative	Critique	of	Evaluation	Approaches

Table	4:	Comparative	Critique	of	Data	and	Methodological	Design

Table	5:	Comparative	Critique	of	Key	Research	Issues
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Table	6:	Methodological	Weaknesses	of	Prior	Studies	in	Machine	Learning	for	Forensic	Applications

Summary	
The tables revealed that the ef�icacy of prior studies is limited by 
their common methodological issues. For example, they fail to 
effectively incorporate theoretical and explainability 
frameworks, inadequately address data-related issues, and rely 
excessively on accuracy-centric assessments. The reliability, 
interpretability, and forensic applicability of current machine 
learning models are cumulatively compromised by these 
constraints. This work is based on a more rigorous, risk-
sensitive, and theory-driven methodological approach to 
address these de�iciencies.

METHODOLOGY
This chapter outlines the research methodology employed to 
investigate the ef�icacy of machine learning techniques in 
predicting the results of digital forensic investigations. The CIC-
IDS2017 dataset, which was developed by the Canadian 
Institute for Cybersecurity at the University of New Brunswick, 
is the primary dataset utilised in the study. In order to improve 
the generalisability and robustness of the �indings, we have 
included additional benchmark datasets, such as UNSW-NB15 
and NSL-KDD, for comparative analysis and external validation.

Dataset	Description
Dataset	Source
This investigation employed numerous publicly accessible 
intrusion detection datasets to improve the predictive models' 

external validity, generalisability, and robustness. CIC-IDS2017, 
which was developed by the Canadian Institute for 
Cybersecurity, serves as the primary dataset. 
This dataset contains genuine network traf�ic that includes both 
routine operations and modern attack scenarios, including 
in�iltration attempts, brute force attacks, and Distributed Denial 
of Service. Due to its current threat representations and 
extensive features, it is considered a contemporary benchmark 
for the assessment of machine learning models in cybersecurity.
In order to improve comparative analysis and reduce dataset-
speci�ic bias, two additional benchmark datasets were included.
In order to illustrate the mechanics of synthetic attacks and the 
patterns of typical traf�ic �low, the UNSW-NB15 using IXIA 
PerfectStorm program was employed to generate this dataset. It 
is an effective instrument for assessing a model's performance 
across multiple attack categories, as it comprises nine distinct 
attack types and offers a comprehensive overview of 
contemporary network threats. NSL-KDD is an improved 
version of the KDD Cup 1999 dataset. It resolves the redundancy 
and class imbalance that were prevalent in previous datasets. It 
is still valuable for evaluating and verifying the consistency of 
models within legacy intrusion detection frameworks, despite 
being somewhat dated. 
The combining these datasets, models must not be excessively 
customised to a single data source. Additionally, it facilitates a 
thorough assessment of the model's performance across a 
variety of data distributions, attack patterns, and feature spaces.
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Dataset	Characteristics

Dependent	Variable
Forensic Investigation Outcome
De�ined as correct classi�ication of network traf�ic into:
Ÿ Benign
Ÿ Malicious
For modeling purposes, the dataset was converted into binary 
classi�ication (Benign = 0, Malicious = 1).

Independent	Variables
Selected network �low features include:
Ÿ Flow Duration
Ÿ Total Forward Packets
Ÿ Total Backward Packets
Ÿ Flow Bytes per Second
Ÿ Flow Packets per Second
Ÿ Packet Length Mean
Ÿ SYN Flag Count
Ÿ Idle Time
Feature selection was performed using correlation analysis and 
feature importance ranking.

Data	Preprocessing	Procedures
1.	Data	Cleaning
Ÿ Removal of duplicate records
Ÿ Handling missing values
Ÿ Replacement of in�inite values
Ÿ Removal of zero variance features

2.	Data	Normalization
Z score standardization was applied:
Z = (X − Mean) / Standard Deviation
This ensured all features were on comparable scales.

Class	Imbalance	Handling
The dataset exhibited class imbalance.
Synthetic Minority Oversampling Technique was applied to 
improve minority class representation.

3.	Data	Splitting
The dataset was divided as follows:
Ÿ 70 percent Training Set
Ÿ 10 percent Validation Set
Ÿ 20 percent Test Set

4.	Target	Variable	Transformation
The initial dataset includes a variety of assault types, each of 
which is categorised uniquely. The classes were consolidated 
into two categories for this investigation: benign and malicious 
traf�ic. This facilitated the model's construction and its 
alignment with primary forensic decision-making situations. 
This method expedites computations and simpli�ies model 
comparisons; however, it forgoes certain details that are critical 
for forensic analysis. Distinguishing between denial of service, 
brute force, and in�iltration attacks is particularly dif�icult. 

This complicates thorough forensic research, as the inquiry may 
be impacted by a variety of attack methods, which can have 
disparate consequences. The binary classi�ication method is a 
compromise between the substantial forensic utility and the 
analytical simplicity. This study substantiates its status as a 
primary decision framework for assessing the malevolence of 
an event. In order to enhance forensic speci�icity and elucidate 
intricate attack patterns, subsequent research should utilise 
multi-class classi�ication models, which should be built upon 
this study.

Model	Development	
In order to facilitate a thorough assessment of the performance, 
robustness, and interpretability of digital forensic investigation 
outcomes, this investigation implemented four categories of 
prediction models in Machine Learning. The selection of models 
was guided by their ability to manage high-dimensional and 
nonlinear network intrusion data, as well as by prior empirical 
evidence and theoretical considerations.
Baseline Statistical Model
The initial statistical model chosen was Logistic Regression, 
which was chosen for its comprehensibility and widespread 
application in forensic and classi�ication tasks. It offers a linear 
probabilistic model that elucidates the correlation between the 
input data and the anticipated outcomes. The integration of it 
enables the comparison of more intricate models and the 
evaluation of the model in a legally sound manner [2].

Supervised	machine	learning	models
Random Forest, Support Vector Machine, and Gradient Boosting 
models were implemented in the investigation as a result of 
their respective capacities to manage intricate data structures.
Random Forest was selected for its ability to evaluate the 
signi�icance of features, mitigate over�itting through model 
averaging, and manage high-dimensional datasets. It is 
particularly effective when used with forensic datasets that are 
characterised by intricate and non-linear feature relationships.
The Support Vector Machine was implemented as a result of its 
effectiveness in high-dimensional domains and its pro�iciency 
in classi�ication tasks that are distinguished by distinct decision 
boundaries. It is effective for network intrusion detection tasks 
due to its kernel-based methodology, which enables it to 
represent nonlinear interactions.
Gradient Boosting was chosen because of its ability to 
incrementally improve model performance by rectifying errors 
that have been committed by previous models. It is renowned 
for its exceptional accuracy and robustness, notably when 
managing structured datasets with complex feature 
relationships.
In order to determine the most suitable hyperparameters for 
these models, grid search with cross-validation was 
implemented. This guaranteed optimal performance and 
diminished the probability of over�itting.

Deep	Learning	Models
To recognise complex temporal correlations and patterns 
within the data, Long Short-Term Memory models and Deep 
Neural Networks were used.
The Deep Neural Network was selected due to its ability to 
autonomously train hierarchical feature representations from 
high-dimensional input data. This reduces the need for human 
feature engineering and improves the accuracy of predictions in 
complex datasets. 
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In order to recognise sequential and temporal patterns in 
network traf�ic data, a Long Short-Term Memory network was 
implemented. This is especially important for intrusion 
detection, as attack methods may change over time and 
necessitate ongoing modelling. The architecture consisted of an 
input layer that was sized based on the number of features, 
multiple hidden layers that implemented ReLU activation to 
introduce nonlinearity, dropout layers to reduce over�itting, and 
an output layer that implemented sigmoid activation for binary 
classi�ication. The loss function was binary cross-entropy, which 
is appropriate for probabilistic classi�ication problems, and the 
Adam optimiser was employed for ef�icient gradient-based 
optimisation.

Ensemble	Models
XGBoost and Stacking Ensemble models were implemented to 
enhance predictive performance and model robustness.
XGBoost was selected due to its ef�iciency, scalability, and strong 
performance in structured data environments. It incorporates 
regularisation techniques that reduce over�itting and has been 
widely validated in predictive modelling tasks, including 
cybersecurity applications.
In order to incorporate the optimal components of numerous 
base learners, the Stacking Ensemble approach was 
implemented. By integrating predictions from multiple models 
through a meta-classi�ier, stacking improves generalisation 
performance. By doing so, bias and variance are reduced. This 
method is consistent in obtaining the highest possible forecast 
accuracy while addressing the constraints of each model.

Cost-Sensitive	Learning	Framework
Rationale
The repercussions of classi�ication errors in digital forensic 
investigations are diverse. A false negative, which suggests that 
a cyber assault was disregarded, is generally more detrimental 
than a false positive, which may only lead to further 
investigation. Consequently, this investigation implements a 
cost-sensitive learning methodology that is based on Decision 
Theory to guarantee that the evaluation and enhancement of the 
model accurately re�lect genuine forensic hazards.

Cost	Matrix	De�inition
A cost matrix is de�ined to assign penalties to misclassi�ication 
outcomes.

Table	1:	Cost	Matrix

This ensures:
Ÿ Higher penalty for misclassifying malicious instances 
Ÿ Model learns to prioritise detection of attacks

Application	in	This	Study
In this study:
Ÿ Risk was computed using the expected risk function 
Ÿ Model outputs were evaluated using cost-sensitive metrics 
Ÿ Threshold adjustment was considered to re�lect forensic 

priorities 
This method guarantees that the model evaluation is consistent 
with the operational realities of Forensic Science, which 
prioritise the prevention of substantial errors over the 
attainment of the highest possible overall accuracy. Model 
evaluation is transformed from a purely statistical endeavour to 
a decision-theoretic framework that incorporates the varying 
impacts of forensic errors by cost-sensitive learning. This 
improves the reliability and utility of prediction models in 
practical applications.

Computational	Complexity	and	Scalability	
The prediction ef�icacy of the models was evaluated, as well as 
their practical implementation in Forensic Science.
Logistic Regression is highly scalable for extensive datasets due 
to its computational ef�iciency and swift learning. Random 
Forest is relatively straightforward and operates more 
ef�iciently when multiple instances are executed concurrently. 
However, it may require additional memory as the dataset 
grows. Particularly when employing nonlinear kernels, the 
Support Vector Machine is computationally intensive, which 
makes it dif�icult to employ with extensive datasets.
The iterative learning process of Gradient Boosting and XGBoost 
necessitates an increase in computational resources. In order to 
optimise ef�iciency, XGBoost implements optimisation 
strategies. The most resource-intensive models to operate are 
Long Short-Term Memory and Deep Neural Networks, which 
necessitate substantial computing capacity. Nevertheless, they 
are capable of performing effectively with large datasets. 
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By incorporating multiple models, the Stacking Ensemble 
improves processing capability.
In general, there is a trade-off between computing ef�iciency and 
precision. This suggests that the selection of a model for digital 
forensic applications requires the careful consideration of 
scalability and processing constraints in conjunction with 
predictive performance.

Explainable	Arti�icial	Intelligence	
To improve the interpretability of model predictions and 
increase transparency, this study incorporates Explainable 
Arti�icial Intelligence (XAI) methodologies into the Machine 
Learning analytical framework. It is imperative to explicate the 
complexity of high-performing models, such as deep neural 
networks and ensemble approaches, to guarantee that 
predictions are legally valid, transparent, and dependable in 
forensic science contexts [11].

Explainability	Techniques	Employed
Two complementary XAI methods were implemented:

SHAP	(SHapley	Additive	exPlanations)
SHAP was used to:
Ÿ Identify key contributing features in�luencing model 

predictions 
Ÿ Provide local explanations for individual predictions 
Ÿ Generate global feature importance rankings across the 

dataset 
SHAP is grounded in cooperative game theory and ensures 
consistency and additive feature attribution, making it suitable 
for high-stakes decision environments.
LIME (Local Interpretable Model-agnostic Explanations)
To address the limitation of relying on a single explainability 
technique, LIME was incorporated for comparative analysis. 

LIME:
Ÿ Generates local surrogate models to approximate complex 

model behavior 
Ÿ Provides interpretable linear explanations for individual 

predictions 
Ÿ Enables comparison of explanation stability across models 

1.	Comparative	Explainability	Analysis
A comparative evaluation between SHAP and LIME was 
conducted based on:
Ÿ Consistency: Stability of feature importance across multiple 

runs 
Ÿ Fidelity: Degree to which explanations accurately re�lect 

model behavior 
Ÿ Local	 Accuracy: Agreement between explanation and 

model prediction at the instance level 
Ÿ Findings indicate that:
Ÿ SHAP provides more globally consistent and theoretically 

grounded explanations 
Ÿ LIME offers faster and more intuitive local interpretability, 

but with lower stability 
This comparative approach strengthens the robustness of 
explainability assessment.

2.	Quantitative	Evaluation	of	Interpretability
To move beyond qualitative interpretation, explainability was 
quanti�ied using the following metrics:
Ÿ Feature	 Importance	 Stability	 Index :  Measures 

consistency of top features across folds 
Ÿ Explanation	 Fidelity	 Score: Correlation between model 

predictions and explanation outputs 
Ÿ Sparsity	Measure: Number of features required to explain a 

prediction 
These metrics enable objective assessment of interpretability 
alongside traditional performance measures such as accuracy 
and AUC.

3.	Link	to	Legal	Admissibility
Explainability is critical for aligning machine learning outputs 
with legal standards of evidence. Within forensic contexts, 
model predictions must satisfy key admissibility criteria:
Ÿ Transparency: The reasoning behind predictions must be 

understandable 
Ÿ Reproducibility: Explanations must be consistent across 

repeated analyses 
Ÿ Accountability: Decisions must be traceable to speci�ic 

input features 
The study aligns with the AI Risk Management Framework 
proposed by the National Institute of Standards and Technology 
which emphasised explainability as a core requirement for 
trustworthy AI systems.

By integrating SHAP and LIME, the study ensures that:
Ÿ Predictions can be explained at both global and local levels 
Ÿ Model decisions can be scrutinised in forensic and legal 

settings 
Ÿ The risk of opaque “black box” decision-making is mitigated 

4.	Integrated	Evaluation	Approach
Explainability assessment in this study is not treated as a 
standalone process but is integrated with predictive 
performance evaluation. Models are assessed based on a dual 
criterion:
Ÿ Predictive accuracy (accuracy, precision, recall, AUC) 
Ÿ Interpretability (stability, �idelity, and transparency) 
This ensures a balanced evaluation framework where high 
accuracy does not come at the expense of explainability.

Ethical	and	Legal	Considerations	
The construction and evaluation of machine learning models in 
Forensic Science and Machine Learning are guided by a 
comprehensive ethical and legal framework in this study. While 
the datasets utilised are publicly accessible and anonymised, 
ethical obligations encompass not only data protection but also 
impartiality,  accountability,  transparency,  and legal 
admissibility.

1.	Data	Privacy	and	Con�identiality
The datasets utilised, which include CIC-IDS2017, UNSW-NB15, 
and NSL-KDD, are publicly accessible and have been entirely 
anonymised. At no point during the investigation was any 
personally identi�iable information processed. All analyses 
were conducted exclusively for academic and research 
purposes, thereby guaranteeing adherence to current data 
protection regulations.
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2.	Bias	and	Fairness	in	Forensic	Predictions
A critical ethical concern in forensic machine learning is the risk 
of algorithmic bias, which may arise from imbalanced datasets, 
skewed feature distributions, or model design choices. In 
forensic contexts, such bias can lead to:
Ÿ False accusations due to high false positive rates 
Ÿ Under-detection of certain attack types or patterns 
Ÿ Disproportionate impact on speci�ic categories of evidence 
Ÿ To mitigate these risks, this study incorporated:
Ÿ Class balancing techniques such as SMOTE 
Ÿ Evaluation metrics including precision, recall, and F1 score 

to capture error asymmetry 
Ÿ Cross-dataset validation to reduce dataset-speci�ic bias 
Ÿ These measures ensure that model predictions remain as 

fair and unbiased as possible within the constraints of 
available data.

3.	Transparency	and	Explainability
Given the high-stakes nature of forensic decision-making, 
transparency is essential. The integration of explainability 
techniques ensures that:
Ÿ Model predictions can be interpreted and justi�ied 
Ÿ Key contributing features are identi�iable 
Ÿ Decision pathways are traceable 
Ÿ This aligns with principles of explainable AI and supports 

the requirement that forensic evidence must be 
understandable to investigators, legal practitioners, and 
courts.

Ÿ
4.	Legal	Admissibility	of	Machine	Learning	Evidence
For machine learning outputs to be used in legal proceedings, 
they must satisfy established admissibility standards such as 
the Daubert Standard. Key criteria include:
Ÿ Testability: The model must be empirically validated 
Ÿ Error	Rate: Known and acceptable error margins must be 

established 
Ÿ Peer	 Review: Methods must be grounded in published 

scienti�ic research 
Ÿ General	 Acceptance: Techniques should be widely 

accepted within the scienti�ic community 
In this study:
Ÿ Models were validated using cross-validation and 

independent datasets 
Ÿ Performance metrics such as AUC and F1 score provide 

quanti�iable error estimates 
Ÿ Methods are based on established machine learning and 

forensic research 
This enhances the potential for judicial acceptance of the 
�indings.

5.	Accountability	and	Responsibility
The deployment of machine learning in forensic investigations 
raises critical questions of accountability. Speci�ically:
Ÿ Who is responsible for incorrect predictions? 
Ÿ How can decisions be audited and veri�ied? 
Ÿ What safeguards exist against misuse? 
To address these concerns, this study aligns with the AI Risk 
Management Framework developed by National Institute of 
Standards and Technology , which emphasizes:
Ÿ Traceability of model decisions 
Ÿ Documentation of model development and evaluation 

processes 
Ÿ Human oversight in decision-making 

Machine learning outputs are therefore positioned as decision-
support tools, with �inal judgments remaining under human 
authority.

6.	Ethical	Implications	for	Real-World	Deployment
Although this study is experimental, its �indings have 
implications for real-world forensic systems. Ethical 
deployment requires:
Ÿ Continuous monitoring for bias and performance 

degradation 
Ÿ Periodic model retraining with updated data 
Ÿ Clear communication of model limitations to users 
Ÿ Integration of human-in-the-loop decision frameworks 
These safeguards are essential to prevent over-reliance on 
automated systems and to maintain trust in forensic processes.

RESULTS	
The empirical analysis conducted to assess the effectiveness of 
machine learning techniques in predicting the results of digital 
forensic investigations is presented in this section. The 
investigation utilises intrusion detection data from both 
benchmark and contemporaneous datasets, such as NSL-KDD, 
CIC-IDS2017, and UNSW-NB15. This chapter addresses the 
evaluation of a model's performance, the identi�ication and 
correction of errors, the generation of cogent predictions, and 
the application of those predictions in legal contexts.

Model	Performance	Evaluation
Following preprocessing and removal of data leakage, four 
models were trained and evaluated: Logistic Regression, 
Random Forest, Support Vector Machine, and Gradient 
Boosting.

	Table	1:	Performance	Metrics

Interpretation
The results indicate that ensemble-based methods, particularly 
Gradient Boosting, achieved the highest performance across all 
evaluation metrics. Logistic Regression recorded the lowest 
performance, highlighting the limitations of linear models in 
handling complex, high-dimensional intrusion data.

Graphical	Analysis	
Model	Performance	Analysis
The graphical comparison of accuracy, precision, recall, and F1 
score shows consistent trends across all models, as shown in 
�igure 1

Figure	1:	Model	Performance	Comparison
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The accuracy, precision, recall, and F1 score of the models are 
depicted in Figure 1. Random Forest and Support Vector 
Machine succeeded Gradient Boosting in achieving superior 
performance across all criteria. The results of Logistic 
Regression were the most unsatisfactory. This graph 
simultaneously displays the performance of each model across 
all assessment metrics, thereby facilitating comprehension and 
analysis.

ROC	Curve	Analysis
The Receiver Operating Characteristic curves were used to 
evaluate the trade-off between true positive rate and false 
positive rate.

Figure	2:	ROC	Curve	Comparison	of	Models

The Receiver Operating Characteristic curves for the evaluated 
models are depicted in Figure 2. The top-left corner is 
approached by the curves for Gradient Boosting, Random 
Forest, and Support Vector Machine, which suggests that they 
have superior classi�ication performance. Logistic regression 
displays a suboptimal curve, which suggests that it is less 
effective in distinguishing data points. The true positive rate and 
the false positive rate are more effectively balanced by ensemble 
and nonlinear models, as indicated by the ROC analysis. Random 
Forest and Support Vector Machine are closely followed by 
Gradient Boosting, which produces superior results. In contrast, 
Logistic Regression is less effective at classifying data.

Confusion	Matrix	Analysis
Confusion matrices were used to analyse classi�ication errors.

Figures	3:	Confusion	Matrix	for	Logistic	Regression

The confusion matrices for the evaluated models are illustrated 
in Figure 3. The matrices depict the quantities of true positives, 
true negatives, false positives, and false negatives for each 
model. The ef�icacy of logistic regression in distinguishing 
between benign and malevolent traf�ic is diminished, as 
evidenced by the increased frequency of false positives and false 
negatives.

Figures	4:	Confusion	Matrix	for	Random	Forest

The confusion matrices for the evaluated models are illustrated 
in Figure 4. The matrices depict the quantities of true positives, 
true negatives, false positives, and false negatives for each 
model. Random Forest is particularly adept at classi�ication 
tasks and demonstrates minimal error rates.

Figures	5:	Confusion	Matrix	for	Support	Vector	Machin

Figures 5 present the confusion matrices for the evaluated 
models. The matrices illustrate the distribution of true 
positives, true negatives, false positives, and false negatives for 
each model. Support Vector Machine shows improved accuracy 
with a very low error rate.
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The confusion matrices for the evaluated models are illustrated 
in Figure 6. The matrices depict the quantities of true positives, 
true negatives, false positives, and false negatives for each 
m o d e l .  G ra d i e n t  B o o s t i n g  i s  m o s t  e ff e c t ive  w h e n 
misclassi�ications are minimal, which demonstrates its 
superiority in predictive accuracy and reliability.
False negatives are assaults that were not detected from a 
forensic perspective, while false positives may lead to erroneous 
suspicions. The results suggest that Gradient Boosting is the 
most effective model for digital forensics, as it effectively 
mitigates both hazards.

Error	Rate	and	Risk	Analysis

Figures	6:	Confusion	Matrix	for	Gradient	Boosting

Table	2:	Error	Rate	and	Risk	Analysis

Discussion
The analysis suggests that Logistic Regression poses the 
greatest risk as a result of its high rate of false negatives. 
Gradient Boosting is the most suitable model for forensic 
applications due to its minimal risk. 

Table	3:	ANOVA	Table

The ANOVA results show that there is a statistically signi�icant 
difference in model performance, with F(3,16) = 192.07 and p < 
0.001. This indicates that the differences observed among the 
models are not due to chance. Therefore, the null hypothesis is 
rejected, con�irming that ensemble models signi�icantly 
outperform the baseline statistical model.

Decision-Theoretic	Interpretation
The evaluation of models was conducted within a decision-
theoretic framework:

Gradient Boosting provides the best balance between these 
competing risks, making it optimal for forensic decision-
making.

Gradient Boosting is the most suitable for forensic applications, 
as it demonstrates the lowest anticipated risk (0.338). As a 
result of its elevated false negative rate, Logistic Regression 
demonstrates the highest risk (1.058). Random Forest and SVM 
demonstrate moderate risk levels. This suggests that the 
decision to select a model solely based on accuracy is incorrect, 
as models with similar accuracy may pose differing forensic 
risks signi�icantly.

Statistical	Signi�icance	Testing	
In order to ascertain whether the variations in model 
performance were statistically signi�icant, a one-way Analysis of 
Variance (ANOVA) was implemented. Accuracy, precision, recall, 
and F1 score are performance indicators that facilitate a general 
comparison of models. However, they do not indicate whether 
the observed variations are arbitrary or indicative of genuine 
disparities in predictive ef�icacy. The mean performance of the 
evaluated models is compared using ANOVA to ascertain the 
presence of signi�icant differences. This is especially important 
in the �ield of Forensic Science, where decisions must be based 
on evidence that is both statistically accurate and reliable.

Comparative	Analysis	Across	Models

Table	4:	Comparative	Table

Forensic	Implications
The �indings of this study have signi�icant implications for the 
application of machine learning in Forensic Science, particularly 
in the context of digital investigations involving network 
intrusion data. Beyond predictive performance, the results 
highlight critical considerations related to evidential reliability, 
risk management, interpretability, and legal admissibility.

1.		Reliability	of	Forensic	Predictions
The study demonstrates that advanced machine learning 
models, especially ensemble techniques such as Gradient 
Boosting and Random Forest, provide highly accurate and 
consistent predictions of malicious network activity. This 
enhances the reliability of digital forensic investigations by 
enabling more precise identi�ication of suspicious behaviour.
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However, reliability in forensic contexts extends beyond 
accuracy. It requires that model outputs remain stable across 
different datasets and conditions. The observed performance 
improvements after eliminating data leakage emphasise the 
importance of robust data preprocessing and validation to 
ensure that predictive results are trustworthy and reproducible.

2.	Risk	Implications	of	Misclassi�ication
A key forensic concern identi�ied in this study is the unequal 
impact of classi�ication errors:
Ÿ False	 Positives	 (FPR): May lead to wrongful suspicion, 

unnecessary investigation, or reputational damage 
Ÿ False	 Negatives	 (FNR): May result in undetected cyber 

attacks and failure to identify offenders 
The results indicate that Logistic Regression exhibits higher 
false negative rates, increasing the risk of missed attacks. In 
contrast, Gradient Boosting achieves the lowest combined error 
rates, making it more suitable for high-stakes forensic 
applications.
This reinforces the need to evaluate models within a risk-
sensitive framework rather than relying solely on accuracy.

3.		Interpretability	and	Legal	Admissibility
Gradient Boosting and Random Forest are high-performing 
models that produce superior forecasts; however, their 
outcomes are more dif�icult to interpret. In legal contexts, 
forensic evidence must be comprehensible, unequivocal, and 
subject to cross-examination. Models like Logistic Regression 
establish explicit and comprehensible relationships between 
variables, thereby more closely aligning them with legal 
principles. Nevertheless, their practical utility in real-world 
scenarios is limited by their reduced predictive capacity. It is 
imperative to implement arti�icial intelligence methodologies 
that are comprehensible to resolve this trade-off. These 
strategies facilitate the understanding of complex model 
judgements, thereby increasing their usefulness in legal 
proceedings and bolstering expert testimony.

4.		Implications	for	Forensic	Decision-Making
The results demonstrate that machine learning models should 
be viewed as decision-support tools rather than decision-
makers. Their role is to assist forensic experts by:
Ÿ Identifying patterns in large-scale data 
Ÿ Prioritising suspicious activities 
Ÿ Providing probabilistic insights 
Final decisions must remain under human control to ensure 
accountability and adherence to legal standards.

5.		Generalizability	and	Real-World	Application
The use of multiple datasets, including NSL-KDD, CIC-IDS2017, 
and UNSW-NB15, highlights the importance of validating 
models across diverse environments. Models trained on a single 
dataset may not generalize effectively to real-world scenarios 
due to variations in network behaviour and attack patterns.
This underscores the necessity of external validation and 
continuous model updating in operational forensic systems.

6.		Ethical	and	Accountability	Considerations
The deployment of machine learning in forensic investigations 
raises ethical concerns related to bias, fairness, and 
accountability. Biased datasets may lead to unfair or 
discriminatory outcomes, while opaque models may hinder 
transparency.

To mitigate these risks, forensic systems must incorporate:
Ÿ Bias detection and mitigation strategies 
Ÿ Transparent model documentation 
Ÿ Audit mechanisms for accountability 
These considerations align with modern AI governance 
frameworks and are essential for maintaining trust in forensic 
systems.

DISCUSSION
This section incorporates the study's �indings with the research 
objectives, theoretical framework, and existing literature. The 
�indings indicate that machine learning models outperform the 
baseline statistical method; nevertheless, a detailed 
examination of the data reveals that these outcomes are context-
dependent and possess some limits that must be considered. 
Machine learning models' demonstrated superiority over 
Logistic Regression should not be interpreted as universally 
applicable. However, the structured, labelled, and high-quality 
datasets are the primary reason for the superior predictive 
performance of models such as Random Forest, Support Vector 
Machine, and Gradient Boosting. In controlled experimental 
settings with well-prepared and reliable data, machine learning 
models can effectively identify complex nonlinear interactions. 
The effectiveness of models can be substantially diminished in 
real forensic contexts due to the frequent occurrence of 
inadequate, noisy, and constantly changing data [13]. 
Consequently, the superiority that was observed in this 
investigation may not be entirely applicable to actual forensic 
systems. Additionally, a comprehensive examination is 
necessary due to the prevalence of ensemble models, 
particularly Gradient Boosting. These models demonstrated 
superior accuracy and fewer errors; however, they were more 
intricate and necessitated an extended processing time. 
Although this intricacy complicates the interpretability of 
decision-making processes, ensemble approaches employ 
multiple learners to improve predictive accuracy. This 
de�iciency in interpretability becomes a signi�icant constraint in 
forensic circumstances, where legal admissibility is contingent 
upon transparency and explainability [12]. Furthermore, 
ensemble models are susceptible to hyperparameter 
optimisation and may over�it speci�ic datasets, which raises 
concerns about their generalisability in other forensic scenarios 
[8]. Nevertheless, the models may experience errors in speci�ic 
situations, despite their commendable performance. The 
precision of models in dynamic networks can be compromised 
by concept drift, which is the gradual modi�ication of data 
patterns over time. Malefactors may implement adversarial 
manipulation to evade detection systems, which could 
potentially lead to negative consequences. Class imbalance and 
the under-representation of speci�ic attack categories can 
distort predictions, particularly in the identi�ication of rare yet 
critical threats. These limitations demonstrate that reliability in 
actual forensic applications is not necessarily correlated with 
increased prediction accuracy [10].
The potential for bias and the reliance on data are two 
signi�icant constraints. The research suggests that the 
performance of models is signi�icantly in�luenced by 
preprocessing activities, including feature selection and 
normalisation. The initial occurrence of data leakage, which led 
to unrealistically �lawless accuracy, demonstrates the simplicity 
with which one might overestimate a model's capabilities. Small 
biases may persist, despite the fact that the issue has been 
resolved, as the models may assimilate patterns that are unique 

https://bitsjournal.researchfloor.org/
https://bitsjournal.researchfloor.org/


Bashirat	Aderayo	Bamigboye.,	/ 	(2026)	Journal	of	Business,	IT,	and	Social	Science.

https://bitsjournal.research�loor.org/51.

to the dataset rather than universal forensic indicators. This 
raises concerns regarding the reliability and accuracy of 
predictions when they are applied to unfamiliar data [8].
The estimation of forensic risk remains inadequate, despite the 
use of error-based evaluation. Although false positives and false 
negatives are acknowledged, their tangible consequences in the 
real world are still inadequately evaluated. False positives can 
lead to unnecessary investigations and damage reputations, 
while false negatives may enable cyber dangers to remain 
undetected. Utilising model performance for real-world 
forensic decision-making is a dif�icult task in the absence of a 
cost-sensitive evaluation framework, as evidenced by decision-
theoretic techniques [14]. The balance between precision and 
comprehensibility continues to be a signi�icant concern. 
Although advanced models offer exceptional performance, their 
lack of clarity renders them unsuitable for legal applications. 
The explanations often only offer a general comprehension of 
the model's operation, rather than a comprehensive elucidation 
of the decision-making process, despite the application of 
explainable arti�icial intelligence approaches. This prompts 
questions regarding the extent to which these models can meet 
the stringent evidentiary standards necessary for forensic 
investigations [7] [12]. Ultimately, the generalisability of the 
conclusions is not guaranteed by the use of numerous datasets, 
although this is done to improve their generalisability in real-
world scenarios. The intricacy and variability of real-world 
network traf�ic may not be accurately represented by 
benchmark datasets such as NSL-KDD, CIC-IDS2017, and 
UNSW-NB15, which are suitable for testing. As a result, the 
model performance that was demonstrated in this study may 
not be entirely replicable in practical forensic systems.
It is prudent to be sceptical of the conclusions of this 
investigation. The precision of predictions generated by 
machine learning models is contingent upon the quality of the 
data, the effectiveness of preprocessing, the model's design, and 
the robustness of the evaluation methods. The results suggest 
the importance of a methodology that is well-balanced and that 
includes risk awareness, comprehensibility, and precision. This 
underscores the necessity of creating forensic machine learning 
systems that are technically pro�icient, durable, transparent, 
and legally tenable.

CONCLUSION
The results of this study indicate that the predictive capabilities 
of digital forensic investigation systems are considerably 
improved by machine learning approaches in comparison to 
traditional statistical methods. While critically examining the 
conditions that facilitate this superiority, this work af�irms the 
empirical superiority of ensemble models, particularly Gradient 
Boosting, in terms of accuracy and error minimisation. This 
work signi�icantly elucidates that predictive success in digital 
forensics is contingent upon the interaction of data quality, 
model design, and evaluation method, in addition to algorithmic 
sophistication. The initial instance of data leakage and its 
subsequent correction underscore the critical role of data 
integrity in the ef�icacy of models. This discovery challenges the 
prevailing belief in contemporary literature that increased 
accuracy directly indicates model superiority, emphasising that 
accuracy must be evaluated in relation to the rigour of 
preprocessing and data integrity. By framing evaluation 
measures as indicators of risk trade-offs, this research advances 
the application of decision theory in forensic machine learning. 

False positives and false negatives are not merely statistical 
errors; they are decision outcomes that have substantial 
forensic consequences, such as the inability to detect cyber 
threats and unwarranted suspicion. This risk-sensitive 
perspective establishes a more reliable foundation for assessing 
the appropriateness of models in forensic scenarios. By 
illustrating that the preeminence of high-performing models 
results in a substantial con�lict between predicted accuracy and 
interpretability, the study contributes to the growing discourse 
on explainable arti�icial intelligence. The need for explainability 
in forensic prediction systems is underscored by the fact that 
ensemble approaches yield superior results; however, their 
restricted transparency impedes their legal admissibility.
This research demonstrates that machine learning is only 
effective in Forensic Science under speci�ic conditions, not 
universally. The ef�icacy of a model is in�luenced by the temporal 
evolution of hazards, feature stability, and the quality of the 
dataset. No single model is universally optimal for all forensic 
scenarios, which is why adaptive, context-sensitive modelling 
techniques are necessary, the research suggests that the scope 
of machine learning in digital forensic investigations must 
surpass mere accuracy. It must include governance standards, 
interpretability, predictive performance, data integrity, and 
risk-sensitive assessment. This exhaustive perspective 
improves the scienti�ic rigour of forensic analytics and 
encourages the creation of forensic systems that are legally 
acceptable, transparent, and dependable.
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